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Securing Al-Enabled Autonomous Vehicles: Adversarial Attacks,
Efficient Mitigation, and Virtual Testing

Abstract

Deep learning and reinforcement learning now drive perception, planning, and control in autonomous vehicles,
and the same models are vulnerable to adversarial perturbations whose effects propagate through the entire closed
loop. This tutorial offers ITSC researchers a state-of-the-art view of adversarial robustness in Al-enabled
autonomous driving, organized along the closed loop from sensors through control.

The session covers: (i) recent attacks on learning-based driving systems — physically realizable perception
attacks, sparse temporally-coordinated DRL attacks, targeted-behavior attacks, and the emerging vision-
language-model frontier; (ii) defenses and safety layers — closed-loop adversarial training, robust reinforcement
learning, certified bounds, control-theoretic safety filters (CBF, HJ reachability, RSS), and conformal-prediction
monitors, with explicit attention to which defenses survive adaptive attacks; and (iii) virtual testing — modern
AV simulators and closed-loop adversarial evaluation frameworks compared on a common axis.

Three of the team’s papers anchor the discussion: a T-ITS systematic review of adversarial attacks and defenses
for DRL-based AVs, an ACC 2025 paper on attacks that bypass control-barrier-function safety filters, and an
ITSC 2026 paper on attention-guided sparse adversarial attacks on end-to-end steering.

Developed within the Al for Logistics (AI4L) project — University of Waterloo, NRC Canada, and Transport
Canada.
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